RAHN
Guideline

E-Mail Encryption (external)

1. Summary

The E-Mail encryption is needed to make sure that an external E-Mail recipient can receive
confidential emails (including Attachments). This ensures that the E-Mails are sent encrypted
and can only be read by the recipient.

The sender marks the E-Mail as "Confidential".

The recipient must create an account the first time he receives an encrypted E-Mail to be
able to open any encrypted E-Mail with a personal password.

This Document is made only for external E-Mail recipient who wants to read an
encrypted E-Mail sent by an RAHN-Group employee.

2. Pre-requisites

To allow an external E-Mail recipient to read an encrypted E-Mail, the recipient has to setup
an account with a personal password.

3. First E-Mail to recipient
After the E-Mail was successfully sent as “Confidential” by a RAHN-Group employee, the

RAHN-Group “Z1 — Messenger Server” will automatically send a Welcome Mail to the
recipient.

This E-Mail contains a Link so that a recipient can activate his own account using a personal
password.

willkemmen beim “I1 SecureMail Messenger”.

Fur sie lisgt eine vertrauliche Nachricht bereit.

Vom:  Quarasima Gluseppe <QUAresimaG@rahn-group. coms
Betreff: Test Email Encryption
Datum: 31.01.2013 15:32

Die Machricht wird Ihnen sicher zugestellt, sabald Sie Ihr "21 Secursiail Messenger” Benutzerkonto aktiviert haben. Nutzen Sie hierzu den folgenden Aktivierungs-Link:
ttps:/ fiea.rahn.chy activation ? SCQF 27 07 AN Use this Link to activate a
new account
gitte wenden Sie sich bei Fragen per E-Mail an: support®rahn-group.com

-~ ENGLISH ---

welcome to "Z1 SecureMall Messenger”,

A confidential message is available for you,

From: Quaresima Giuseppe <QuaresimaG@ratn-group.com>

Subject: Test Email Encryption

Date:  Jan 31, 2013 3:32 PM

The message will be securety delivered to you once you have activated your “Z1 Secureddail Messenger” account, Use the following activation link for this:

@ ch/ activation. xhtmiZtaken=6av9cq? 27 7 durdbis4gfcode=F2GyINXa%a Lisk Hals Hinkitsiaciugte
new account

Send an e-mail to support@rahn.group. com if you have any questiens regarding this message.
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4. Setup an personal User Account
Now, the recipient can set up and activate his personal account.

The recipient has to select the desired language, set a personal password and answer a
security question. Then click “Finish”.

Minimum password length: 8 characters

Setup your user account

E-mail Address:  giuseppegquaresima@bluewin.ch

Locale: | English ~ |

Password: L |

Confirm password: | |

Security Question: | — Nothing sslected — w

| |

HEHIEoag zertificon

After successful account activation you will see the following screen.

.~ Setup succeeded

'Ym.mmthashemsettg)smhﬂy.mhmm

RAHN-Group zertificon
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5. Reading encrypted E-Mail messages

1) To read an encrypted E-Mail the recipient has to open the attached PDF File. The
recipient can open the PDF File using his personal password.

2) Otherwise, the recipient may always login to the “Z1 Secure Mail Messenger” with his
personal password and have an overview of his E-Mail history or also compose new E-
Mails.

"
Yon: support@rahn-group.com
hne Giuseppe Quaresima Privat <giuzeppequaresima@bluewin,chs
Kopie/Ce:

Betreff: [21 SecureMail Messenger] Test Email Encryption
Kopfzejleps i
1] SecureMail 201301311532, pdf 262.5 KB

1) Openthe attached PDF File to
read your email.

M

You will be prompted for your » E-fhail in ne
password.

Notification from "Z1 SecureMail Messenger”,

You have a new confidential message.

From: Quaresima Giuseppe <QuaresimaG@rahn-group.com:>
Subject: Test Email Encryption
Date:  Jan 31, 2013 3:32 PM

Open the attached POF file in your PDF reader, You will be prompted for your password. Afterwards, you can read the decrypted message,

You can go to using the following link:
ps://isa.rahn.ch/login, xhtmlfusername=giuseppequaresima40bluewin.cl «— | 3] Ot g i k= yow e

Send an e-mail to support@rahn-group.com if you have any questions regarding this message. always go to the "Z1 SecureMail
Messenger" account to read all the
emails (History) and to create new

emails.

1) Read the E-Mail (using the PDF Attachment)

If you open the attached PDF File to read the E-Mail, then you have to do the following:

™

ADOBE’ READER X

Open a Recent File Enter the

File Download personal

SecureMail_201302041246[1].pdf
Password

Do you want to open or save this file?

I:i Mame; Secureiail_201302041246,pdf
Type: Adobe Acrobat Document

Click"Ope

=

From: preszhb.bluewin.ch Enter Passwog [ L

[ Open ” Save H Cancel ]

| “ae While files from the Intemet can be ugeful, some fles can potentialy
a harmn pour computer. |f you do not st the source, da not open o
A save this file. What's the risk?
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Now the recipient can read the E-Mail which was opened as a PDF File.
The recipient is also able to do the following:

- Create an “encrypted” reply of this message
- Export this message into an E-Mail client
- Open an attachment

—-__RAHN

se double click to export this message into
your mail client

esima Privat <
u

Use double click to create an encrypted reply

Teat encrypted Emad witn Attschment \ Use double click to open this attachment

Best regards,

Griseppe Cuaresama
Senior ICT Systems Enginasr

FLAHM AG
Dorfistrasse 120 | CH-8050 Zirich

T o8148 3154200 | F +41 483154270
CuanesimaG{Erahn-group com | waw rahn-groun com

This MmueSEage contams conhdental snformnation and 15 inbended anly for the company and/or the
wdraduial normaed. I you ane not the addresseo W Y Gl :-:--'*_' iy Sarel and delele s a-maal
from your system. E-mail transmessi g not =secure oF eror-free. The sendor does nol acoeot
habilty for any emors of omissions. All statements made heramn or in any attachment harato
about products of the RAHN Group, mchuds r|-'; statemants concaming substances present of nol
presant i the Qoods, start IMg) posn t formialas or genéral recommandations regarding the

5 for

Lirtabal ty of thz prodchue certan apphcatons ane basad upon resaarch and axpenance and

are bebeved 1o be rekable, but such recommendabons shall not consttule a warmanty. The
addressee must determine for lemself the suitability of the products for its purpose. Ths
message 5 provided for nformational purposes and should not be construed as a sobatabon o

offer 1o buy oF sall any _;u._ui-. o relgled sannces
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6. (Encrypted) E-Mail Reply Message

The recipient can answer an E-Mail using the “Reply” Button. Double clicks the “Reply”
button to create an encrypted reply.

When the Internet Browser displays the following message, then you have to click on the
button “KickMail”.

/= C:\Documents and Settings\gell ocal Settings\Temp\A9R4B 7D. tmpisecuremail. html - Windows Internet Explorer provided by RAHN Group

P o -
"t-jf t A |§| CtiDocuments and Settingsiqgilocal Settings! TemplASR4B7D. tmplsecuremail html

File Edit Wiew Favorites Tools Help

ﬂ? Favarites | {;9 fm Google Translate Google !E W le0. org

| @C:\,Documents and SettingsiqgiLocal SettingsiTempia. .. | |

@ To help protect yvour security, Internet Explorer has restricted this webpage From running scripts or Activel controls that could access vour computer, Click here For options. ..

Please click on the button " KickMail” if you have not been redirected automatically.

Here you can reply an E-Mail and also attach a file. Don’t forget to use the button “Upload”
after attaching a file.

Click “Send”.

Copy (CC}: | |

Blindeopy {BCC): | |

Subject: | RE: test

Text:
> Best regards,
» Giuszpps Qugrszimas
Add attachment: | Mo filz sslzotsa || Browse | | Upload

RAHN-Group zertificon
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After sending the E-Mail, you will see the following Text:

Message sent — The message was successfully sent.

5 Mail ¥ Settings ¢ Logout fgiuseppequaresima @bluswin.ch)

\/ Message sent

The meszzge was successfully sent.

e Byl
Bt tom zertificon

Please note: An external E-Mail recipient can only write/reply an E-Mail to a RAHN-Group
internal E-Mail address. Otherwise you will receive the following (error) message:

EE

& NewWaisage ) Error Message

To: puseppequErEsimagymail com
'.Ihndhall:n:! reciiend(s) grasppemmEmaigmel com k’/
Capy 100 |
Blindeapy [BOC): .
Suhjacr [ 30]
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7. Create a new encrypted E-Mail
When you are logged into your Z1 Messenger Profile, you can create a New Message using
the following button — New Message.

You can also view a log of the E-Mail history.

T Madl w Taftiag

® Blindcopy B0
Click to create a
New Message Subjece
Tast
Add amachowent | s e selecied Brrete Upload

Rarn Group zertificon

Please note: An external E-Mail recipient can only write/reply an E-Mail to a RAHN-Group
internal E-Mail address.
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